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TM's Transformation Journey: From Telco to Technology Company
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Connectivity
(landline, mobile, 
wireless, satcom)

Data Center
(Tier III DC)

Cloud Platform
(Public Cloud 

Infrastructure)

Big Data / AI / ML
(Data processing)

TM delivers a comprehensive end-to-end digital ecosystem, spanning connectivity, data center, cloud infrastructure, 
big data analytics, and application development — all secured within a sovereign framework.
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Cloud Platform
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(Ent, Gov, SME, Consumer)

Secured DC 
(Sovereign DC)

Highly Available, Scalable 
(Sovereign Cloud)

Data Locality
(Stored, Process in Country)

Industry Focus
(Apps)

Big Data / AI / ML

Connectivity

Data Center

Cloud Platform

Big Data / AI / ML

Applications

Security

Security

Security

Security

➡ Foundation for 
digital access

➡ Local storage of data 
within the country

➡ Modern digital 
operations center

➡ Data remains and is 
processed in Malaysia

➡ Focus on industry 
needs

TM’s integrated stack enables customers to rely on a single provider for a full-spectrum, secure digital solution, 
making it an ideal technology partner for enterprises and government agencies in Malaysia.

TM’s key strength (end-to-end solution)

Security as a Foundation
At every layer—from connectivity to applications—security 
is embedded by design, supported by TM's cybersecurity 
governance, 24/7 monitoring (CYDEC), and full compliance 
with ISO/IEC and national data protection standards.



TM Cloud Evolution Journey – From Foundation to Innovation

2011 2014 2019 2021

TM has been at the forefront of cloud infrastructure services since 2011. Over the years, we have continuously evolved 
our cloud offerings to address customer needs, enhance data sovereignty, and support hybrid and sovereign cloud 
strategies

2011 – Launch of Public Cloud Services

• Initiated Cloud Journey under VADS

• Offered public cloud infrastructure 
built on VMware technology

• Hosted at https://www.vadscloud.com

2014 – Enterprise Virtual Private Cloud

• Introduced Enterprise VPC solutions 
using VMware vCloud Director

• Designed for secure, dedicated 
environments tailored for enterprise 
customers

2019 – Hybrid Cloud & Data Sovereignty

• Launched TM ONE Azure Stack / Azure 
Cloud offering

• Addressed growing demand for hybrid 
cloud strategies with local data 
residency

2021 – Launch of Alpha Edge Cloud

• Deployed TM Cloud Alpha Edge, a 
local hyperscaler public cloud 
infrastructure

• Built on OpenStack technology for 
sovereign, scalable and secure cloud 
adoption

2025 and Beyond
Continuous Innovation

• On-going focus on:
• New service enablement
• Continuous cloud 

performance improvement

• Key platforms
✅ Cloud Alpha Edge
✅ VMWare Cloud (by Broadcom)

✅ Key Focus Areas
• Enablement of sovereign digital transformation
• Seamless hybrid cloud experiences
• Alignment with national compliance and security frameworks
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In 2021, TM step up role in accelerating Digital Government. TM is the ONLY local cloud hyper-scaler that is being 
appointed under Government’s MYDIGITAL panel standing tall with other global cloud providers like AWS, 
Microsoft and Google.

Launched: 19 FEB 2021

TM is the Cloud Service Provider (CSP)
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AZ1 AZ2

Hyper scale 
5G + Cloud + AI

Local Cloud /
Data Residency

Reliable & 
Trustworthy

Digital Industry Platform

Local traffics with low latency

Kuala Lumpur Cyberjaya

Kelana Jaya

Availability Zones

Region

Data Residency
(Refers to the physical location of data within a country's borders)

• Data Center Location: TM CAE data centers located within Malaysia specified 
by the customer’s compliance requirements

• Legal Compliance: TM ensure that the storage and processing of data adhere 
to the Malaysian local laws and regulations where the data is stored

Data Sovereignty
(Refers to data is stored subject to the laws of the country in which it is located)

• Local Control: The ability for data to be controlled under the laws of the 
country where it resides. TM has local operations and management of the 
cloud services

• Compliance with Local Legislation: Adhering to all applicable Malaysian laws 
and regulations, including those governing data protection, privacy, and access 
by law enforcement

• Jurisdictional Restrictions: TM ensure that the data can be protected from 
foreign control or interference, which may require specific contractual 
agreements with service providers.

Complying to National True Cloud and Data Sovereignty



TM CAE – Enterprise-Class Security and High-Availability Infrastructure

Physical Security Control – 9-Layer Defense

ISO 22301:2019 Business Continuity Management (BCM)
Ensures service availability and resilience against disruptions

ISO 27001:2013 Information Security Management System (ISMS)
Manages sensitive information systematically and ensures data security

ISO 27018:2015 Protection of Personally Identifiable Information (PII)
Protects personal data in cloud environments

PCI DSS 3.2.1 Payment Card Industry Data Security Standard
Ensures secure handling of credit/debit card transactions and regulatory compliance

ISO 27017:2015 Code of Practice for Cloud Security
Provides cloud-specific security guidelines

SOC 2 Type I Service Organization Control
Ensures systems are designed for security, privacy & data integrity

SOC 2 Type 2 Service Organization Control

Internationally Recognized Certifications in Security & Compliance:

Redundant & Highly Available Infrastructure

Redundant & Highly Available Data Centre Infrastructure

TM CAE is architected with multi-layered physical security, tiered access controls, and a redundant high-availability infrastructure to 
ensure business continuity and compliance with national and international standards



Cloud Infrastructure Built for Malaysia – Designed, Built, and 
Operated by TM

Region, AZ and DC Design Principles
(A region supports multiple Availability Zones (AZs), and each AZ can accommodate 

multiple Data Centers (DCs))

Physical view Tenant view

Concept Function Description

Region Localized data centers Ensures low-latency and data residency by 
operating within Malaysia

VPC Virtual Private Cloud Provides secure, isolated network environments 
for each tenant

AZ Availability Zone Delivers high availability and redundancy with 
low-latency interconnectivity

DC Data Center Physical infrastructure with path-protected, high-
bandwidth backbone networks.

POD Resource Pool Virtualized compute and storage pools that enable 
elastic scaling

Design Layer, Infrastructure Layer, Data Layer and Security Control Mechanism

Security and Infrastructure Layer

These layers work together to uphold compliance, availability, and data protection for all 
cloud tenants.

• Region: A collection of Availability 
Zones (AZs) enabling global 
services like authentication

• AZ: Each AZ is a physically isolated 
resource zone with independent 
infrastructure, ensuring fault 
tolerance and low latency (<2ms 
VM-to-VM RTT)

• POD: Virtualization resource pools 
providing compute and storage 
resources

• Region  VPC  AZ  VM: A 
hierarchical structure ensuring 
network isolation and 
performance optimization for 
tenants.

Concepts and Functions

TM CAE delivers a purpose-built, sovereign cloud infrastructure that supports high availability, secure multi-tenancy, 
and regional performance. TM ensures full-stack ownership of infrastructure from design to operation, enabling trusted 
public cloud deployment for regulated industries.



TM Cloud Cybersecurity Framework

Compliance to governance for ensuring the cloud is secure at the infrastructure layer and tenant layer. 



TM Cloud Comprehensive and Expanding Service Portfolio

TM Cloud Alpha Edge (CAE) offers a robust and growing list of services tailored to support the digitization and 
digitalization needs of modern businesses

• Elastic Cloud Server (ECS)
• Bare Metal Server (BMS)
• Image Management Service (IMS)
• Auto Scaling (AS)
• Dedicated Host (DeH)
• Bare Metal Server (BMS)
• FunctionGraph (FG)

• Object Storage Service
• Elastic Volume Service
• Scalable File Service
• Cloud Backup & Recovery

• Virtual Private Cloud
• Elastic Load Balance
• NAT Gateway
• Elastic IP
• Direct Connect
• Virtual Private Network
• Domain Name Service 
• VPC Endpoint
• Enterprise Router (ER)

Computing Services

Storage

Networking

• Anti-DDoS
• Host Security Service (HSS)
• Web Application Firewall (WAF)
• Data Encryption Workshop (DEW)
• Vulnerability Scan Service (VSS)
• Database Security Service (DBSS)
• Data Security Center (DSC)
• Container Guard Service
• Cloud Bastion Host
• SecMaster
• Cloud Certificate Management Service 
• Cloud Firewall (CFW)

Security

• Relational Database (MySQL, 
PostgreSQL, Microsoft SQL Server)

• Document Database Service
• Distributed Database Middleware
• Data Replication Service
• Data Admin Service

Database

• Cloud Eye
• Identity Access Management
• IAM Identity Center
• Tag Management Service
• Application Operation Management
• Cloud Trace Service
• Log Tank Service
• Application Performance Mgmt
• Config
• Resource Access Manager
• Resource Governance Center
• Resource Formation Service
• Organizations

• Server Migration Service

• ServiceStage
• Cloud Service Engine
• Distributed Cache Service (Redis)
• Distributed Message Service RabbitMQ
• Distributed Message Service RocketMQ
• Distributed Message Service Kafka
• Simple Message Notification
• API Gateway
• Cloud Performance Test Service

Management

Online Migration
(V2V, P2V)

Application & Middleware

• Model Arts
• MapReduce Service
• Cloud Search Service
• DataArts Studio
• Image Recognition
• Data Warehouse Service
• Optical Character Recognition
• Graph Engine Service
• Data Lake Insight

Enterprise Intelligent

• Cloud Container Engine
• Software Repository for Container
• Application Orchestration Service

Container

Various options to choose from IaaS and PaaS Security, Management & ToolsCloud native, AI

In Roadmap (2026 onwards):
• Enterprise Switch
• Workspace
• GaussDB
• Cloud Container Instance
• Cloud Operation Center
• SSL VPN
• GaussDB for MySQL
• ModelArts-as-a-Service



Key Benefits of TM Cloud 

1 Billed in Local Currency
All transactions use Malaysian Ringgit (MYR) —no 
risk of foreign exchange rates or conversion fees.

2 Data Sovereignty & Compliance
Personal and financial data is stored and processed 
entirely in Malaysia —in compliance with local laws.

4 Dedicated Local Support
TM provides a support team based in Malaysia that is 
fast and easily reachable — for technical issues, 
consultation, and operations

3 High-Performance & Stable Network
Network infrastructure is optimized for high-bandwidth 
communications and low latency —suitable for real-
time systems.



TM Cloud Provides Network Extension to MyGovNet
To remain securely connected to Government network by utilizing TM Cloud integration to MyGOV*NET. With 
proposed network architecture solution, customer can consider TMCloud@CFA as another virtual Data Center (via 
Intranet)

Secure Internet

Multi-layered security protection:
• Anti-DDoS
• Multi-layer IPS 
• Multi-layer Firewall

Managed Domain: .gov.my

External 
Users

TM CLOUD

TM Data Center

TMCLOUD@CFA

Private IP address assignment using 
MyGOVNET. IP 10.x.x.x 

On-premise Agency

Internal Users

Agency 
Staff

MyGOVNET IP Addresses

Notes

• Agency can maintain the same 
domain, DNS and SSL certs

• Agency can maintain the same 
public IP addresses

• Seamless access to 
TMCLOUD@CFA via current IT 
network

• Integration with Government 
Services can be done securely

Firewall integration
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TM CAE Solution
& Use Cases



Case Study / References

Kementerian 
Pengangkutan

Non-exhausted lists…

Kementerian 
Pelajaran
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Solution – Using TM CAE Big Data Analytic (BDA) services

Big Data Analytics requires a very complex IT infrastructure to host large amounts of data including data 
governance. The amount of data and types of data are increasing rapidly. TM CAE has essential services to 
implement Big Data Analytics Solutions

Data Lake



Solution – Protecting Government Agencies with TM Cloud’s Multi-
Layered Defense
Enabling secure government network connectivity from Government agencies to TM Cloud with true end-to-end protection

Category TM Feature Description

Network MyGovNet – secure 
government IP

Data Centre Tier III, CGSO-certified, PDPA-
compliant

Cloud Secure, isolated & integrated 
with MyGovNet

Data DPM – full encryption, key 
control, audit visibility



Solution – Build Highly Scalable And Secured Cloud Environment

Enterprise Landing Zone setup is important customer to build a strong cloud foundation and governance layer

Example of Enterprise Landing Zone Reference Architecture



Solution – Use TM CAE AI Trained Model

AI is a complex platform that requires highly skilled AI engineers with deep knowledge of AI inference and 
algorithms. TM CAE has been added with ModelArts (ExeML)

Coding

AI Experience

Zero

Zero
Training can be completed in 1 hour

Step 1:

Upload and label data

Step 2: 

Train AI model

Step 3:

Validate and release the AI 
model



Solution – Use TM CAE AI Object Classification Model 
(Supervised ML)

VS.

Object classification and also AI model 
training to distinguish the object input is a 
cat or a dog

It is quite difficult because:
• Both have similarities in terms of fur, 

being four-legged, having a tail, and also 
the character of a pet



Solution – Protecting Government Data with TM Cloud’s Privacy Service
Owning data + true sovereignty means controlling who can access it, where it is stored, and how it is used

Gov Authorized Staff

Encryption, Spoofing, 
Masking, Anonymization

SaaS Provider A SaaS Provider B

INTERNET

Cloud Provider A Cloud Provider B

Gov Apps

Sensitive data set will 
be encrypted based on 

classified data

Encrypted sensitive 
data set being 

shared to vendor

DBA has limited 
access rights to the 

sensitive data

Cloud admin has limited 
access rights to the 

sensitive data

• Vendor cloud admins and DBAs manage 
infrastructure, but do not have access to 
protected data governed by DPM

• IAM users may have full access to cloud 
resources, but access to classified data is 
governed and restricted

Cloud Admin 
Vendor A

DBA Vendor 
B

DBA has limited 
access rights to the 

sensitive data

DPM

External SaaS

Foreign CSP

Gov Staff

DPM for MOH

Gov Apps

PDSA

Local CSP (TM)

DPM ensures:

• Only authorized Gov staff can 
decrypt and access classified data

• Audit logs track all data privacy 
operations

• Enforces PDPA compliance across 
vendors

Access restricted by DPM

Data Governance checkpoint

Legends

✅ PDPA Compliant

✅ End-to-end Encryption

✅ Vendor-Agnostic Privacy Enforcement



Application Enhancement – Leverage on technologies
By moving into TM Cloud, customer can utilize the emerging technologies e.g. Big Data Platform, AI/ML

Big Data & Analytics 
Platform

Modern Architecture 
(Containerization)

2

1
AI / Machine Learning

3

TM Cloud Infrastructure / GPUs

Application Development 
Platform / Workflow AI Trained Model

Application Use Cases (e.g. AI Chatbot)


