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THE FOUNDATION OF A
DIGITAL GOVERNMENT

Cloud Infrastructure for the Next |
Generation of Public Services ;ﬁ;‘
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Empowering government agencies with secure,

) .
@ Secure ‘ @ Sovereign ‘ (’D Scalable sovereign and scalable cloud infrastructure

x to deliver better digital services for rakyat.



TM delivers a comprehensive end-to-end digital ecosystem, spanning connectivity, data center, cloud infrastructure, C credence
big data analytics, and application development — all secured within a sovereign framework. T

with ISO/IEC and national data protection standards. (Apps Development )

3 - Securit
_______________ . i Cloud Platform | e
! (Public Cloud |

Security as a Foundation O _______ ,
At every layer—from connectivity to applications—security : o :
is embedded by design, supported by TM's cybersecurity E Application / Industry i
governance, 24/7 monitoring (CYDEC), and full compliance 777777\ O J BigData/Al/ML | security | Solution 3

: (Data processing)

Security Infrastructure) Industry Focus

Data Center i ' Data Locality (Apps)
””””””” w . (Tierimibc) (Stored, Process in Country)

LT Highly Available, Scalable
(Sovereign Cloud)

Secured DC
(Sovereign DC)

] | BigData /Al/ ML | | BigData /Al/ ML |
Reachability
(Ent, Gov, SME, Consumer)

Connectivity

Foundation for Local storage of data Modern digital Data remains and is Focus on industry
digital access within the country operations center processed in Malaysia needs

Applications ‘

Cloud Platform ‘

Data Center

Cloud Platform ‘

Data Center

Cloud Platform ‘

Data Center

Data Center

Connectivity Connectivity Connectivity Connectivity

TM'’s key strength (end-to-end solution)

TM'’s integrated stack enables customers to rely on a single provider for a full-spectrum, secure digital solution,
making it an ideal technology partner for enterprises and government agencies in Malaysia.
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TM has been at the forefront of cloud infrastructure services since 2011. Over the years, we have continuously evolved
our cloud offerings to address customer needs, enhance data sovereignty, and support hybrid and sovereign cloud

strategies

2011
‘VADg CLOUD SERVICES

». 2

2011 - Launch of Public Cloud Services
¢ Initiated Cloud Journey under VADS

* Offered public cloud infrastructure
built on VMware technology

¢ Hosted at https://www.vadscloud.com

2014
'VADs CLOUD SERVICES

2014 - Enterprise Virtual Private Cloud
¢ Introduced Enterprise VPC solutions
using VMware vCloud Director

* Designed for secure, dedicated
environments tailored for enterprise
customers

2019 - Hybrid Cloud & Data Sovereignty
¢ Launched TM ONE Azure Stack / Azure
Cloud offering

¢ Addressed growing demand for hybrid
cloud strategies with local data
residency

2021

o =dge

2021 - Launch of Alpha Edge Cloud

¢ Deployed TM Cloud Alpha Edge, a
local hyperscaler public cloud
infrastructure

¢ Built on OpenStack technology for
sovereign, scalable and secure cloud
adoption

2025 and Beyond

Continuous Innovation

* On-going focus on:
* New service enablement
* Continuous cloud
performance improvement

* Key platforms
Cloud Alpha Edge
VMWare Cloud (by Broadcom)

Key Focus Areas
* Enablement of sovereign digital transformation

» Seamless hybrid cloud experiences

* Alignment with national compliance and security frameworks



I\ TM is the Cloud Service Provider (CSP) ™

ONE

In 2021, TM step up role in accelerating Digital Government. TM is the ONLY local cloud hyper-scaler that is being
appointed under Government’s MYDIGITAL panel standing tall with other global cloud providers like AWS,
Microsoft and Google.

Launched: 19 FEB 2021

’,
Bernama : 19 Feb 2021 : MyDIGITAL to create TM OL =dge

500,000 jobs, contribute 22.6 pct to GDP by 2025 -

aws
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MyDIGITAL

 RANGKA TINDAKAN (BLUEPRINT)
. EKONOMI DIGITAL MALAYSIA Iz 3

Google Cloud

TM Cloud and Cybersecurity Services for the Government of Malaysia provides full cloud capabilities (TM ONE Cloud a), comprises end-to-end cloud services —
embracing Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS), Software-as-a-Service (SaaS), Cloud Professional Services and Managed Cloud

Services.



/N Complying to National True Cloud and Data Sovereignty

Availability Zones

Kuala Lumpur

Cyberjaya

AZ2

-

o Zdge

Kelana Jaya

KvDC

Data Residency

Hyper scale

Local Cloud /
5G + Cloud + Al

Data Residency

Local traffics with low latency

Reliable &
Trustworthy

Digital Industry Platform

(Refers to the physical location of data within a country's borders)

* Data Center Location: TM CAE data centers located within Malaysia specified
by the customer’s compliance requirements

* Legal Compliance: TM ensure that the storage and processing of data adhere
to the Malaysian local laws and regulations where the data is stored

Data Sovereignty
(Refers to data is stored subject to the laws of the country in which it is located)

* Local Control: The ability for data to be controlled under the laws of the
country where it resides. TM has local operations and management of the
cloud services

* Compliance with Local Legislation: Adhering to all applicable Malaysian laws
and regulations, including those governing data protection, privacy, and access
by law enforcement

e Jurisdictional Restrictions: TM ensure that the data can be protected from
foreign control or interference, which may require specific contractual
agreements with service providers.

ﬁ,

TM

ONE



TM CAE is architected with multi-layered physical security, tiered access controls, and a redundant high-availability infrastructure to

ensure business continuity and compliance with national and international standards

Internationally Recognized Certifications in Security & Compliance: |
PCI DSS 3.2.1 Payment Card Industry Data Security Standard

1SO 22301:2019 Business Continuity Management (BCM) Ensures secure handling of credit/debit card transactions and regulatory compliance
Ensures service availability and resilience against disruptions

ﬂf- 1SO 27017:2015 Code of Practice for Cloud Security
{ - 1SO 27001:2013 Information Security Management System (ISMS) Provides cloud-specific security guidelines
I M OV :dge Manages sensitive information systematically and ensures data security
SOC 2 Type | Service Organization Control
1SO 27018:2015 Protection of Personally Identifiable Information (PIl) Ensures systems are designed for security, privacy & data integrity

Protects personal data in cloud environments

Redundant & Highly Available Infrastructure SOC 2 Type 2 Service Organization Control

Phase 2 expansion : on-going construction work has
commenced for Block 2
T—

LEVEL 1

= Building Perimeter * Visitor Verification at = Security Screening = Personnel Flap = 2nd Pass Exchange at

+ Guard House (24x 7 Guard House = Walk-Through Metal Barrier with anti- Building Lobby Reception
security team * VMS Barcode Scan Detector Pass back feature Counter & VIMS Barcode

« CCTV Surveillance 24x7 + 1% Pass exchange fo = X-ray & Hand Held Scan

+ Fencing (Anti-Climbing) access DC Command Metal detector + PV Enrollment for Selected

= Fence Intrusion C iani - & Vehicle Customer to Access Data
DFell)asc;mn System Counter (delivery) Hall at Layer no 8
(FII

+ Gates & Road Blocker . .
K12 Raed Physical Security Control — 9-Layer Defense

+ Crash Rated Beam K4

LEVEL 6 LEVEL 8

|

i H )

LR

= Access card at common - Smart Card Access to DG + Dual factor (palm vein and « Contactiess Smart Card
corridor i Block card ) access (o Data hall Access to Individual
= Mantrap — anti tailgating - Only customer can accass + Data Hall corridor CagerSuite
- Waighing system DG Block monitored via CCTV + Rack Access Gontrol (User
= Anti pass back feature * Unauthorized personnel side)
. X are not permitted to be at - Key Management System (
Redundant & Highly Available Data Centre Infrastructure DG Block forreti customer) For cage
cusiomer rack Key under

customer responsibility.
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TM CAE delivers a purpose-built, sovereign cloud infrastructure that supports high availability, secure multi-tenancy,
and regional performance. TM ensures full-stack ownership of infrastructure from design to operation, enabling trusted
public cloud deployment for regulated industries.

Region, AZ and DC Design Principles

(A region supports multiple Availability Zones (AZs), and each AZ can accommodate

multiple Data Centers (DCs))

Security and Infrastructure Layer

Design Layer, Infrastructure Layer, Data Layer and Security Control Mechanism

Physical view Tenant view
TM CAE TM CAE
Region Region
s R D> S | vpC
‘ AZ

Region: A collection of Availability
Zones (AZs) enabling global
services like authentication

AZ: Each AZ is a physically isolated
resource zone with independent
infrastructure, ensuring fault
tolerance and low latency (<2ms
VM-to-VM RTT)

POD: Virtualization resource pools
providing compute and storage
resources

Region 2 VPC > AZ 2 VM: A
hierarchical structure ensuring
network isolation and
performance optimization for
tenants.

These layers work together to uphold compliance, availability, and data protection for all
cloud tenants.

Concepts and Functions

oot [rursion | g ]

Region Localized data centers Ensures low-latency and data residency by
operating within Malaysia

VPC Virtual Private Cloud Provides secure, isolated network environments
for each tenant

AZ Availability Zone Delivers high availability and redundancy with
low-latency interconnectivity

DC Data Center Physical infrastructure with path-protected, high-
bandwidth backbone networks.

POD Resource Pool Virtualized compute and storage pools that enable
elastic scaling
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Compliance to governance for ensuring the cloud is secure at the infrastructure layer and tenant layer.

SECURITY IT ARCHITECTURE INFORMATION CHANGE ADVISORY DATA GOVERNANCE ™ CSD GRC
GOVERNANCE BOARD SECURITY COUNCIL BOARD COUNCIL
bsi. ISO/IEC 1S0/1EC ISO/IEC
27017 27018 22301 SOC2 ™ CS
comnce (@) T @) @D @) o=
TENANT SECHRITY SECURITY SERVICES
SECURITY OPERATION LOGGING & MONITORING PERIMETER PROTECTION 1AM BYOL
_ 7 Be®Yee UL
[Z) Help Desk/Ticketing c£e f") ME R el NSG (DR, E0R) N
& s tyM itori DATA SECURITY ENDPOINT SECURITY 'WAF 1
; €ecurity Monitoring RESPONSE & RECOVERY ECs I
m NGN-FW
— ool 2.2 2. OO ||=
@._ Incident Response @ Coudtuken gy N umerabitty os || “eYRer Advisory &
™ \b . . Scan = /Consultancy
"'"- FOI’enSiC,Treal Hunting’ pecMaster Auto scaling |U/u; DEW EVS Msnaﬂemenl Bastion ast
Threat Intelligence e

— -
™
CYDEC ESOC/
GSOC

Powered By

gl

GIS SOC

Security Operation Center

Cloud Platform : : Virtual Network

Border defense security

Firewall @VPN @ WAF @IDS @Anti-DDoS
Physical Access Datacenter Datacenter 5

INFRASTRUCTURE
SECURITY

Secure Cloud
@ Delivery

Assurance &
Assessment

@ Managed
Security

@ Design &
Engineering
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TM Cloud Alpha Edge (CAE) offers a robust and growing list of services tailored to support the digitization and
digitalization needs of modern businesses

Computing Services

Elastic Cloud Server (ECS)
Bare Metal Server (BMS)

Image Management Service (IMS)

Auto Scaling (AS)
Dedicated Host (DeH)
Bare Metal Server (BMS)
FunctionGraph (FG)

Storage

Object Storage Service
Elastic Volume Service
Scalable File Service
Cloud Backup & Recovery

Networking

Virtual Private Cloud
Elastic Load Balance
NAT Gateway

Elastic IP

Direct Connect

Virtual Private Network
Domain Name Service
VPC Endpoint
Enterprise Router (ER)

Container
¢ Cloud Container Engine

* Software Repository for Container
* Application Orchestration Service

O!,Edge o

T ET I T R

Application & Middleware

ServiceStage

Cloud Service Engine

Distributed Cache Service (Redis)
Distributed Message Service RabbitMQ
Distributed Message Service RocketMQ
Distributed Message Service Kafka
Simple Message Notification

AP| Gateway

Cloud Performance Test Service

Various options to choose from laaS and PaaS

Enterprise Intelligent

Model Arts

MapReduce Service

Cloud Search Service
DataArts Studio

Image Recognition

Data Warehouse Service
Optical Character Recognition
Graph Engine Service

Data Lake Insight

Database

Relational Database (MySQL,
PostgreSQL, Microsoft SQL Server)
Document Database Service
Distributed Database Middleware
Data Replication Service

Data Admin Service

Online Migration
(V2v, P2V)

* Server Migration Service

Management

Cloud Eye

Identity Access Management

IAM Identity Center

Tag Management Service
Application Operation Management
Cloud Trace Service

Log Tank Service In Roadmap (2026 onwards):
Application Performance Mgmt . Enterprise Switch
Config . Workspace
Resource Access Manager . GaussDB
Resource Governance Center . Cloud Container Instance
Resource Formation Service . Cloud Operation Center
Organizations . SSL VPN

. GaussDB for MySQL

. ModelArts-as-a-Service

Security

Anti-DDoS

Host Security Service (HSS)

Web Application Firewall (WAF)
Data Encryption Workshop (DEW)
Vulnerability Scan Service (VSS)
Database Security Service (DBSS)
Data Security Center (DSC)
Container Guard Service

Cloud Bastion Host

SecMaster

Cloud Certificate Management Service
Cloud Firewall (CFW)

QY deepseek
372 Qwen

Security, Management & Tools
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All transactions use Malaysian Ringgit (MYR) —no Network infrastructure is optimized for high-bandwidth
risk of foreign exchange rates or conversion fees. communications and low latency —suitable for real-
time systems.
Personal and financial data is stored and processed TM provides a support team based in Malaysia that is

entirely in Malaysia —in compliance with local laws. fast and easily reachable — for technical issues,
consultation, and operations
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TM’GROUF
To remain securely connected to Government network by utilizing TM Cloud integration to MyGOV*NET. With

proposed network architecture solution, customer can consider TMCloud @CFA as another virtual Data Center (via
Intranet)

_______ Notes ___ O eterma O e

: ) Users —
. Agency can maintain the same
domain, DNS and SSL certs
. Agency can maintain the same
ublic IP addresses
° N7 TM Data Center
*  Seamless access to Managed Domain: .gov.my T
TMCLOUD@CFA via current IT
network Secure Internet ;
. Integration with Government E TM CLOUD
Services can be done securely —

Multi-layered security protection:
* Anti-DDoS
e Multi-layer IPS

Multi-layer Firewall MYGOV*NET @3‘7@3

TMCLOUD@CFA

Private IP address assignment using

Connected Government
Ly \ hﬁ 7 MyGOVNET. IP 10.x.x.x
- ) )
On-premise Agency \ =
I | !
=% ® Firewall integration- - ;
=== 5
= = Agency
Staff

MyGOVNET IP Addresses
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TM CAE Solution
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TTM = unifi Case Study

SPM / STPM / STAM Results

— -
oy T Research & (Ministry of Education) KEMENTERIAN PENDIDIKAN
_j Development . z

Case Study

Pangkalan Data Utama (PADU)
(Ministry of Economy)

-9~
™

Ministry of Education (MOE) is looking for a scalable, elastic, secure
and high-performance [T infrastructure that can be quickly setup and
scale automatically to handle high volume of traffics for a short period
of time. All the students or parents should be able to obtain SPM /
STPM / STAM results via online without any hiccup.

CLIENT REQUIREMENTS
CLIENT REQUIREMENTS

mydigital/D

Kementerian Ekonomi (KE) is locking for a scalable, elastic, secure and
high-performance IT infrastructure that can be quickly setup and scale
automatically to handle high volume of traffics for a duration of time.

VALUES TO CUSTOMER | ‘?~ K\“’t"l p

VALUES TO CUSTOMER

gurusan
sxﬂhekommi I

Tht Cloud Alpha Edge

* Cost efficiency / optimization
4.5 million traffics + Branding / reputation
successfully viewed *  Meeting business objective &

results within early 15

minutes after

TM Cloud Alpha Edge Cost efficiency / optimization
Branding / reputation
Meeting business objective &
stas

+ Successful data collection

>15 million traffies
handied by TM Cloud
after announcement

PERODUQA
Projects awarded to TM for three (3] _
conseeutive years (2021, 2022,

2023)

Case Study o Kementerian ementerian
SUNWAY : Pengangkutan
MEDICAL CENTR! Pelajaran

e,
EMR-Integrated HIS & SunMed Go y (%) g
CLIENT REQUIREMENTS %1
To modernize its healthcare management system, Sunway Healthcare
Group (SHG) collaborated with Health Insights Asia to develop a

robust and scalable EMR: HIS. This ion is further
strengthened by strategic partnerships with Telekom Malaysia (TM),
which provide the TM Cloud and robust connectivity to support the

MALAYSIA'S NO. 1 HOSPITAL

CLIENT REQUIREMENTS

3 = IPP provides a robust electronic health record (EHR) system to
MINDEF ! i enhance data ibility, and improve patient
otitcomes for clinics In Malaysia. The goal was to adopt a solution that
supports various care settings, including primary care, hospitals, and
urgent care. Telekom Malaysia (TM), provide the TM Cloud with

WORLD'S 2000 The World's
oiiihes Td o 50 sl

system's functionalities.

rabust connectivity to support the system's functionalities.

RESULTS VALUES TO CUSTOMER
T Cloud Alpha Edge
Real-time data secass

RESULTS VALUES TO CUSTOMER

+ Enhanced patient expetience
+ Telemedicine capabilities
+ Data security and compliance

+ Enhanced patient experience
+ Telemedicine integration

* Cost optimization & scalability
« Healthcare analytics & reporting

Roal-time datasccess
sacurely access and update

Improved Decision Making patentracords i tealtite

Streamiine access to
<comprehensive patient health
informatian

Book Your Appointment Anytime, Anywhers
Sunmwoy Madicol Sumwary Ciry Mabile App.
wortanen

Improved Decision Making
primary caredoctors can
make data-drivendecisions

Bank Muamalat

N Q@

Non-exhausted lists...




_ MALAYSIA
“ DIGITAL SOVEREIGNTY

OUR DATA. OUR CLOUD. OUR FUTURE.

£& While the technology may come from anywhere,

iy “__- . -
'@-f?‘h 1 the rules will be made in Malaysia. 97
— YAB Dato’ Seri Anwar Ibrahim

7 e Prime Minister of Malaysia fe=n] (I 3 15
g SOVEREIGN BY DESIGN ——— g : ==  FOR GOVERNMENT M
« Data resides in Malaysia | : :Ll“l | = Secure
o = Governed by Malaysian laws s _ i, e « Reliable
+ Secured by trusted local | B __ = . « Compliant k'
I infrastructure : TM Cloud Alpha Edge « Future-ready
SOVEREIGN CLOUD. '
@®@ BUILT BY MALAYSIANS FOR MALAYSIA
M ™™™ ) ; TRUSTED FOR GOVERNMENT. /4 . =
= '« Local innovation il H m » Strengthen national capability
BY TM CREDENCE : _
» Local talent « Drive digital economy
« Local expertise = » Ensure long-term self-reliance '
SECURE. SOVEREIGN. RESILIENT.
CLOUD INFRASTRUCTURE DEVELOPED IN MALAYSIA,
— FOR MALAYSIA = —= —
; AT ' = | o 7 - whie 'ﬁ
EMPOWERING -SRI PROTECTING R " = DEVELOPING ADVANCING > -
GOVERNMENT '- == Bl ,‘ OUR DATA |5 il "2 OUR PEOPLE | OUR NATION _,f
Maodern, reliable and [ X “‘_‘ B . Keeping Malaysia's [ s '.-!: { -*° Nurturing local talent : ' - N Building a resilient,
always-on services for [ @I Tidk T data within our control alq \ =" *-  and capabilities for sovereign and competitive
better outcomes '\\_ i s and under our laws \'___} i a digital nation = digital Malaysia

5 /= BUILD HOST PROTECT
TV CIOUd Alpha Edge Z\A} f IN MALAYSIA. ‘ (Q IN MALAYSIA. ‘ IN MALAYSIA.

by TM Credence




Y THE FUTURE OF

N E o MALAYSIA’S
DIGITAL INFRASTRUCTURE

o
: ’, The decision before us is not simply about adopting Cloud !
2 N It is about deciding where Malaysia’s
— T TG data, capability, and digital future

will reside.

Let us innovate.
Let us strengthen sovereignty.

— Let us build capability. — _... i
— --.‘__.\ ‘l -- 3 .._ .A.

: "A;,.,f ;

" wml

IN MALAYSIA

C) Hosted in Malay5|a.
Developed by Malaysians, for Malaysia. Data resides within Malaysia.

Tn7 Cloud Alpha Edge

by TM Credence

Governed in Malaysia.
Aligned with Malaysian laws
and regulatory requirements.

S KEEP MALAYSIA’S o '%
1  DIGITAL FUTURE L

i
.- sl
-
........
1-
¥ [




Empowering Malaysia’s Public Sector
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Big Data Analytics requires a very complex IT infrastructure to host large amounts of data including data
governance. The amount of data and types of data are increasing rapidly. TM CAE has essential services to
implement Big Data Analytics Solutions

;_": TENAGA KERJA SEBENAR ICT DI SEKTOR AWAM ; ———
. . . 0 m -
__ Customer __ S FAR CIBLE <= Modeling - Visualization -,
Data source | | Data | A | | | []
| | Ingestion | Rlattorm : | | *1 FineReport | . 2
: Batch : I | : | | e S—
— | P
@ @ I \/PN/DC I @ @ @ : M : : i [j : M PERJAWATAN, PENGISIAN DAN KEKOSONGAN JAWATAN ICT SEXTOR . ——
| : MRS | ModelArts : | | .“I Power Bl I 1 e ANAM
} | cbMm = MRS  ¢s ] 00000 === | | | T | —
B D RN AT
1 Real-Ti Data Analyst / ' < e
B AT Data Lake Scientist : JDBC/ODBC : A : TS o .
} VPN/DC | DataLake B —— — : — : +Gb|EC|U : = = _-.
I - - ¥ - -
Excel, SFTP HTTPS, 1 | DMS [ | I £ =
|
Unstructured, 1 : e DWS | : : M GAMBARAN KESELURUHAN PERSONEL ICT SEKTOR AWAM
Databases, } Databases | t : : : — T BT
External data J—:.. @ I I I " e
i VPN/DC : DRS —— i : : g e 12445 10271 2,174
| |
! } RDS | | | == B
___________ i] SO ooy U S S SO . | R | —
Key services

|
+ Cloud Data Migration (CDM) : : * MapReduce Service (MRS) | I+ Cloud Search Service (CSS) I
+ Distributed Message Service (DMS) | | * Object Storage Service (OBS) | : « Data Warehouse Service (DWS) {
- Data Replication Service (DRS) | !_- Relational Database Service (RDS) : | * Modelarts |



Enabling secure government network connectivity from Government agencies to TM Cloud with true end-to-end protection

Collects logs across
layers for real-time

- - 5 hreat detection and
N Data backup Privacy Guardrail u 5 e
KKM Cloud protection OWASP scan for\:AII e compliance monitoring
= Cloud Console https ' 3
SR 3 > It : d
* MFA (password, email, virtual device MFA) m @ @ | }@" ;
Cloud Eve, CBR CeR vss E Cloud SIEM1 |
5 Boterp AOM e SR I e F
erna T
| Al |
() users O Internal Laa | | - reigljrdce Uit Frek !
() Users CI . ™ o |
monitoring 1
Server https < — A
7 ._E [
@ SSLVPN '
N . TM GSOC/ESOC
SOC monitoring
4
Internet * ical I
MyGOV*NET Physial lnk
Corvcied Gormmmae

MyGovNet Security: Cloud Integration: Protect domain Load balance traffic
*  Anti-DDoS *  Firewall (HA) S ALY + LB(HA) Server Protection Server Protection
*  Multi-layered IPS * Multi-Az + Multi-AZ - HA . HA
*  Multi-layered Firewall *  Proxy e Multi-AZ o Multi-AZ
U Network ACL . Network ACL
Category TM Feature Description Clinics /Hospital * Security Group . Security Group
Network MyGovNet — secure . ‘ HOSt_ Security * Key Management
government IP Services / EDR Service
Data Centre Tier Ill, CGSO-certified, PDPA- D D D *  KeyManagement
compliant o e PN Service
Cloud Secure, isolated & integrated Eg %al
with MyGovNet Users |
Data DPM - full encryption, key Intranet Access / Integration

control, audit visibility



Landing Zone @ m Public Network E Service Deployment Zone
w Access Zone
Internet " n Public Network Access Zone
Backbone Internet Boundary Security Protection Applicationaccount 1
'z";:;”"“"“““" : PRODVPC « Enable public network access and use cloud security to
(IGJJ Subnetweb || Subnet | [ SubnetDB | protect network boundaries
Mdimware - E lcitlp —
1PVPN L | ports, and terminate public networks
LR % > e S &) + Deploy DMZs, public NAT gateways, EIPs, and proxy
People Finances Resources Permissions Security Direct Connect ! | @ @ . WWS
compliance ) 1
s i ! n Backbone Interconnection Zone
o
& 7 OO I
a4 — — PDRMDC ] NATGW Ep £L8 } Serlicaiearcaim 2 . isesand cloud serviceswith PDRM
" VPNs : : [ Non-PRODVPC Data Centres and using private line plus VPNlinks in
Account and Financial Network Identity and Szcurity Frntetlio:_ i = | R . :::‘::::::Z!"(‘)c::n via IPVPN10 the cloud
[ izational lannii issi design and compliance au it ¥ ¢
g per « Interconnect with other agencies for integration
structure " ° LY @ &) &)
(4 ® | e | & ,
= . . . Enterprise Router L H Service Deployment Zone
* Cloud onboarding made easy with blueprint adapting to |
8 : T » 3 * Deploy icati
. N Publics &M z u s L &Audit
dynamic organizational structure [ —— ey L osing KAl T bookup)
* CreateVPCs by i and running
0&M Account Security Account (Prod, Stag, UAT, Dev, DR}
. 2 + Divideweb, applications, data and other subnets i
* Consolidated management for finance and governance 08M VPC Security VPG ‘ ekt ottt
e®uml 000 || ="
* Consistent resource provisioning with infrastructure as code % Shr AR SERAF Do \IREH XX Applicationaccount [} publicServices & ManagementZone
and network planning - Deploypubic services such as AD, DN, fie systems,
i " oBs e d d nd
Application Accounts ‘ Shared Application Resources R L svm';u.in;:luding O&M and logsing systems
+ Access management across organization and tenant ¥ ¥ manegwec |||
ADVPC ‘ BigDataVPC | | XXVPC | I n Security, Logging & Audit
*Secure and compliant framework adopting to cloud i i
ublic Traffic L e == |
* Deploy public services (such as AD, DNS, file systems,

0BS buckets and data platforms), and management
systems, including O&M and logging systems

Private Traffic
>

Example of Enterprise Landing Zone Reference Architecture




C

Al is a complex platform that requires highly skilled Al engineers with deep knowledge of Al inference and
algorithms. TM CAE has been added with ModelArts (ExeML)

Zero

Coding

Zero

Al Experience

Step 1:
Upload and label data

Step 2:
Train Al model

Step 3:

Validate and release the Al
model

<(<gn)

)

Image Classification Object Detection Predictive Analytics Sound Classification New! Text Classification New!
Identify classes of objects in Identi ition and Classify or predict structured Identify classes of sounds in Identify classes of text in
images. class data. audio files. text files.
images
Create Project Create Project Create Project Create Project Create Project

Labeled 528 Unlabeled 0

©) Add Image

All Label 2

traffic-light-green 403 s U

+ tatfichight-red, P 4 [

Training can be completed in 1 hour



Object classification and also Al model
training to distinguish the object input is a
cat or adog

It is quite difficult because:

* Both have similarities in terms of fur,
being four-legged, having a tail, and also
the character of a pet

Version Manager

©

Completed

©

Completed

©

Completed

V004 f fa o
Feb 05, 2024 07:33:47 GMT+08:00

Accuracy: 71%

V003 ( 39cdfdaf-1bc1-49a4-8fcd-cacaf. ..
Feb 05, 2024 01:31:24 GMT~08:00

7009
Accuracy: 70% Service Test

V002 ( 02404cb1-795

Feb 05, 2024 00:09:25 ¢

Accuracy: 58%

Deploy

Delete

Deploy

Training Details

Dog(100%)

Completed

Start Time

Feb 05, 2024 07:34:46
GMT+08:00

Test Result

¥
“detection_classes”: [
“cat”,
“50g"

“detection_boxes": [

“23.142342",
"84.81338",
“686.2697",
"755.9167"

"121.180275",
"461.08115",
"718.6177",



Owning data + true sovereignty means controlling who can access it, where it is stored, and how it is used

PDSA

Gov Apps

External SaaS

Saa$ Provider A

Saa$ Provider B

L&

S z i
Gov Staff 7y i .
1 . S
' I ,
DPM for MOH Local CSP (TM) H /) S
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