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Y 7/ \\Insights from Hype Cycle: Cloud and Al thrive on

robust digital infrastructure

Hype Cycle for Emerging Technologies, 2024
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Expectations

Artificial General Intelligence

6G
Muiltiagent Systems
Disinformation

Sacurlty Cybarsecurity Mesh
Digital Twin of Architecture

a Customer

Spatial

Computing Humanold Working

Large Action

Iinternal Developer Portals
Machine Customars Al-AL
Git

Ops
Prompt Englneering
Homomaorphic Enerypie

Superapns

o o
WebAssembly

Federated Machine Learning ‘."D
Reinforcement Learming Genarative

Digital Immune System
Autonomous Agents

Al Supercomputing,

Robots

Models Peak of
Inflated Trough of Slope of Plateau of
Innovation Trigger E Enlightenment Productivity
Time As of September 2024
Platesu will be reached:
lees than 2 years ® 2105 years @ 51010 years A mora than 10 years () obsolete befors platesu

proval from ©

¢ with the Gartner

Technology Trend

Cloud & Edge Computing 48
Generative Al 36
Digital Trust & Cybersecurity 30

ompllance Policy on gartnarcom

Adoption Rate (%) Strategic Importance

Foundational for enabling other advanced technologies

Enhancing decision-making and driving innovation

Critical for securing digital assets and maintaining trust

Gartner.

Autonomous Al & Generative Al

Uses Al tools to automate coding, testing, and
deployment

Speeds up software development and reduces
manual work

Key innovations: Multi-agent systems &
autonomous agents and Humanoid working
robots

Passed the Peak of Inflated Expectations
Focus now shifting from hype to real-world ROI
Expect practical use cases to grow over the next
2-5 years

Cloud — Native

Key enabler of digital productivity & innovation
Moving past the hype into real adoption

Now on the Slope of Enlightenment, heading to
Plateau of Productivity (2-5 years)

Can scale faster and adapt quickly to market

needs

Human Centric Security & Privacy

Embeds security and privacy into daily
operations

Builds a culture of trust and
responsibility

Supports risk-aware decision-making across
teams

Example: Al TRiISM (Al Trust, Risk & Security
Management)
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Improve government performance

= Strealine service delivery
= Scales easily across agencies
= Enhances citizen experience with faster digital access

Rising demand

= Citizens expect real-time, remote access to services
= COVID-19 exposed the need for resilient digital infrastructure

National Cloud Policies Momentum

= Countries advancing digital sovereignty through cloud-first policies ie
UK Government Cloud First Policy (2013), Singapore Smart Nation &
Government Commercial Cloud (GCC)

‘ Rapid Evolution of public services: Evolving at fast pace as to meet
market volatility, citizens and technology demand/changes

@ Cloud is no longer an optional: Rapid solution & technology
innovation including Al on the cloud
Malaysia Strategic Cloud Journey: MyDIGITAL — Malaysia Digital
Economy Blueprint, Cloud First Policy & CSP appointments

‘ﬂ’.

Y /. \ strategic Insight on Cloud Imperative for the Government T™M

ONE

Public Sector agility is critical to meet the
pace of change in citizen expectations, global
disruptions technology advancements.

Government is focusing on Cloud native
implementation.

Cloud is an enabler:

* Modernize infrastructure

- Enable agility, innovation & Cost efficiency’

» Meet citizen and market expectations in real
time

Malaysia recognize Cloud as a strategic initiative
via MyDiGITAL implementation for economic
competitiveness, data sovereignty and
security

Shift from legacy to Cloud native is critical and
it is more than cost savings ie ensuring nation
competitiveness & innovation

Source 1. National Cloud and Computing Policy (2025)



B /. N\ As a subsidiary of TM, we leverage on TM suite of converged solutions TR
to accelerate digital adoption across all industry verticals. wNE
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B /. \\ Cloud Alpha Edge (CAE) Which Reside In TM Data Centres Is Well
Positioned To Support The Country’s Digital Ambition

Availability Zones (AZs) are
geographically separated data centers
within a cloud region with independent
infrastructure, including power, cooling,
and network. This is to ensure that if
one zone fails, others can maintain
service and data accessibility.

Characteristics of Availability
Zones

» Location: AZs are typically
situated close enough to provide
low-latency connections (usually
under 2ms) for efficient data
transfer within the region.

» Deployment method:
Typically, at least 2 AZs are
deployed within a close proximity
(same city) for low latency, with
an optional "arbitrary" zone acting
as a monitor to detect and
respond to failures in the primary
AZs.

Overview of Cloud Alpha Edge

ﬂ’.
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Key Features

Multi-AZs

Active-Active Design

Ultra-Low Latency

Hyper scale
5G + Cloud + Al

‘.
|
[ CSP MyDIGITAL
r

Sovereignty

*> Reside in TM Tier Il DC

RMIT Compli

l
f Data Residency &
A,

J (4

(
ant No Data Egress Charges

N\

J

3+1
7

>80

Status Today

Availability zones

Key industries covered

Services covering core infra &
PaaS



HIGHLY CONFIDENTIAL

I/ \TM Fulfils Malaysia’s National Sovereignty ™
Requirements Through Cloud Alpha Edge (CAE) ONE

How TM Powers Malaysia’s National Sovereign Cloud
credence
Cloud Alpha Edge
. . . Sovereign CAE is exclusively located within Malaysia
The National Sovereign Cloud Proposition Data and Al. region and not connected to any other Cloud.

National Cloud Key Features Offerings

TM Cloud

Government and Enterprise
Network / Data Centre

Sovereign Data and Al: Data is stored,
processed and governed in Malaysia within TM

Cloud and Tier Il DC; GPU enabled locally with Nl it i e

Government customers who own Government / Enterprise Customers

i
1
1
1
1
1
1
1
@ |
1
open-source Al and CGSO “Sasaran Penting”. : I MyGovCloud and SD-WAN - /L -
oEs i g,’;ﬁg Sghcaidge Enterprise has direct (ﬁ'\-\
; < o i ; . Disast i access to CAE. MyGovCloud
Private design: CAE incorporates air gap isaster recovery i @plsz
‘ technology to provide additional layer of backup i e
security to customer’s sensitive data. Data encryption I v o ‘ A | ‘ A
D h : ~ 7 ‘,’
‘ Private Connectivity: MyGovCloud and SD- EE CLIEE i N MO "T"IM sp-wan
WAN Enterprise have direct access to CAE. Reachability ! \ g ¢/
1 I o
Private Data: Personalised Hardware Security Performance i M DC is included in Profected A ‘l g " No egress charges and
‘ Modules (HSM) solution for government monitoring i and grgtgélte?j ,;;C£:Z§te195geas . [3 , FOREX dependency for
customers who retain sole ownership of « Perimeter testing ! I | government agencies.
encryption keys. I . i i
ryp Y . Data sanitisation i Personalised HSM solution for v v
Local presence and support: PS and MS » Data virtualisation i the key.
' presence in Malaysia; Cybersecurity SOC !
certified. ! Local presence and support A
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I available. Some agencies / enterprise branches are inter-connected



HIGHLY CONFIDENTIAL ‘—,’_
mhTM Launched Sovereign GPU As Core Infrastructure Tm
To Support National Al Agenda ..(1/2)

Al-EMPOWERED ECONOMY

ﬂ’
™ A > Intelligence Automation in
TM ANNOUNCES Public Services
SOVEREIGN GPU-AS- S L I I l > Energy, Water and Natural
ASERVICE TO HIGH PERFORMANCE SOVEREIGN B H LI
¥ EMPOWER _ GPU & NETWORK INFRASTRUCTURE T o ges?“::es Sus_ta'(';ab"':‘v
~ S MALA TM DATA CENTRE = ocio-Economic Growt!
aunch of uidelines: Promotin ASPIRATIONS @
s GOVERNMENT
Governance in Malaysia .

eECDf

22

Al-EMPOWERED
SOCIETY

Public Safety & Security
Healthcare & Wellness
Education

Job Creations in Al & Digital

MALAYSIA NATIONAL
ARTIFICIAL
INTELLIGENCE
ROADMAP 2021-2025

(AI-RMAP)

L

THE NATIONAL GUIDELINES
ON Al GOVERNANCE &
ETHICS

> GDP accelerated growth via
Al-driven economic
program such as
manufacturing, agriculture,

Al-EMPOWERED  tourism and other and
INDUSTRY consumer related services




HIGHLY CONFIDENTIAL

L
mBTM Launched Sovereign GPU As Core Infrastructure ™

ONE

To Support National Al Agenda ..(2/2)

) Al-Powered Data Insights

FRAGMENTED S Nen recig
ulFFEREme:TTESM': Operational Visibilty
TM Al FOUNDRY E. F E * Energy Consumption
- ) u,:,.,,w":] & D Analysis
e + Correlation Analysis
Internal efficienc: E et SYSTEM-1 SYSTEM-2 SIS cla ysi
y xternal monetisation + Predictive
: _ e Al -ENABLED DATA Maintenance Insights
SOLUTION: Driving transformation through unified Al experiences AGGREGATION

e ) AlVirtual Assistant
_|.- 5 7
Al-ENABLED DATA + Trout * N Equipment Failures
APIs COLLECTION s || Acc_essmg Mamtgnant:e Procedures
DIGITALIZATION J Gmdeq Diagnostics with Image
L == Analysis
PDF FILES OR
Macks ) Al-Voice / Audio Analysis
APIs :;l"
AI-COMPUTER = + Voice transcriptions
COMPUTE PLATFORM: Enabling Next-Gen high-performance, on-demand Al compute %ﬁ ) VISION + Contextual analysis
_
EXISTING
APls SURVEILLANCE
SYSTEM y i |
INFRASTRUCTURE: Powering scalable, sovereign Al infrastructure Gﬂ») ) Al ~ENABLED VOICE / Mangfafttlfrling Operation
: ) AUDID ANALYSIS Brdicin € o T
cENTRE + OSHE Compliance
+ Access Control
Core Fibre Network EXISTING AUDIO Surveillance
Notes: 1. KVOC and IPDC CAPTURE + QC & Automatic Grading

SYSTEM



B\ TM Cloud Sovereign Position Is Backed By
Comprehensive and Expanding Service Portfolio

ﬁ’.

™

TM CAE offers a robust and growing list of services tailored to support the digitization and digitalization needs

of modern businesses

Compute

Elastic Cloud Server (CPU/GPU)

Auto Scaling

Dedicated Host

Bare Metal Server

Image Management Service
FunctionGraph

Storage

Object Storage Service
Elastic Volume Service
Scalable File Service
Cloud Backup & Recovery

Networking

Virtual Private Cloud

Elastic Load Balance

NAT Gateway (public)

Elastic IP (IPv4, IPv6)

Direct Connect

Virtual Private Network
Domain Name Service (Private)
VPC Endpoint

Container

¢ Cloud Container Engine
* Software Repository for Container
* Application Orchestration Service

Ol=dge @&

=] E
® :
1238

Application & Middleware

ServiceStage

Cloud Service Engine

Distributed Cache Service (Redis)
Distributed Message Service RabbitMQ
Distributed Message Service RocketMQ
Distributed Message Service Kafka
Simple Message Notification

APl Gateway

Cloud Performance Test Service

Various options to choose from laaS and PaaS

Enterprise Intelligent

Model Arts

MapReduce Service

Cloud Search Service
DataArts Studio

Image Recognition

Data Warehouse Service
Optical Character Recognition
Graph Engine Service

Data Lake Insight

Database

Relational Database (MySQL,
PostgreSQL, Microsoft SQL Server)
Document Database Service
Distributed Database Middleware
Data Replication Service

Data Admin Service

Online Migration
(V2v, P2V)

* Server Migration Service

Management

Cloud Eye

Identity Access Management
IAM Identity Center

Tag Management Service
Application Operation Management
Cloud Trace Service

Log Tank Service

Application Performance Mgmt
Config

Resource Access Manager
Resource Governance Center
Resource Formation Service
Organizations

Security

Anti-DDoS

Host Security Service (HSS)

Web Application Firewall (WAF)
Data Encryption Workshop (DEW)
Vulnerability Scan Service (VSS)
Database Security Service (DBSS)
Container Guard Service

Cloud Bastion Host

SecMaster

Data Security Center

ONE

In Roadmap (2025 onwards):

Among Many Others :-

. GaussDB

. TaurusDB for MySQL
. DeepSeek ModelArts

@'deepseek

Security, Management & Tools
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B 7\ Why Data Sovereignty In The Cloud Critical ™
For Government?

ONE

v/ TOAVOID BEING UNDER FOREIGN LAW/
ACT JURISDICTION

v/  TO PROTECT THE DATA FROM SECURITY

BREACHES
at O 'Lmluhnliﬂp = v TO MAINTAIN OWNERSHIP AND
[l (2 uu-ra n Ln:mu emidih e o 0 CONTROL
QQ;a Soverm

it Law - 5 (vl v/ TO ENSURE CONFIDENTIALITY AND
sl PROTECT PRIVACY




Y/ \ There are several layers in safeguarding the sovereignty

in the Cloud

Layers of Cloud Sovereignty

Ownership
(Legal Rights and Independence)

Authority
(Decision Rights)

Locality
'\ 4&, (Physical Location)

G’fd Residency
Y (Movement and Rest)

Data Privacy 4 A
Protection

Security and Control

-~
™

ONE

OWNERSHIP & AUTHORITY

LO

RE

Data is subjected to local legal jurisdictions only - insulated from
outside Law/ Act

Legal ownership is local

Local decision making

Having certifications/ attestation related to the country

CALITY

Data, services, staff and infrastructure stay within the country
Infrastructure and services are maintained and managed by
citizens of the country

The local provider/ partner has control over the control plane and
able to enforce action

SIDENCY

Data stay within the country

Data reside within local DC of the country

Data in motion and movement can be tracked, documented and
sanctioned by the customer

DATA PRIVACY

Data owner has control and ownership of their data and keys
Comply to data privacy law

Data cannot be accessed and not visible to operators
Prevent compelled accessed by external authorities

Rights to audit



HIGHLY CONFIDENTIAL

I/ \TM Fulfils Malaysia’s National Sovereignty ™
Requirements Through Cloud Alpha Edge (CAE) ONE

How TM Powers Malaysia’s National Sovereign Cloud
credence
Cloud Alpha Edge
. . . Sovereign CAE is exclusively located within Malaysia
The National Sovereign Cloud Proposition Data and Al. region and not connected to any other Cloud.

National Cloud Key Features Offerings

TM Cloud

Government and Enterprise
Network / Data Centre

Sovereign Data and Al: Data is stored,
processed and governed in Malaysia within TM

Cloud and Tier Il DC; GPU enabled locally with Nl it i e

Government customers who own Government / Enterprise Customers
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Private design: CAE incorporates air gap isaster recovery i @plsz
‘ technology to provide additional layer of backup i e
security to customer’s sensitive data. Data encryption I v o ‘ A | ‘ A
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Private Data: Personalised Hardware Security Performance i M DC is included in Profected A ‘l g " No egress charges and
‘ Modules (HSM) solution for government monitoring i and grgtgélte?j ,;;C£:Z§te195geas . [3 , FOREX dependency for
customers who retain sole ownership of « Perimeter testing ! I | government agencies.
encryption keys. I . i i
ryp Y . Data sanitisation i Personalised HSM solution for v v
Local presence and support: PS and MS » Data virtualisation i the key.
' presence in Malaysia; Cybersecurity SOC !
certified. ! Local presence and support A
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I available. Some agencies / enterprise branches are inter-connected



7.\ TM Cloud Sovereign Position Is Complimented By

Established Security Compliance And Offerings
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Cloud Eye Management
console

@

Help Desk/Ticketing

nov@g@@%

Direct Connect
NAT Gateway ~ CDN WAH Anti-DDo! Gateway NSG

IAM

@

Security Monitoring RESPONSE & RECOVERY

& B
Cloud Backup SMN

Incident Response

& Recovery

ecMaster X“m ELB

Auto scaling (L7/L4)

Forensic, Threat Hunting,
Threat Intelligence

HE] e

DATA SECURITY ENDPOINT SECURITY
& @
APIGateway RDS Obiectstorage . @
. . Hss Vulnerability CcGS Key Pair
Scan
Key
DEW EVS Management Basrg»;Hl;ost

BYOL

ENDPOINT
(XDR,
EDR)

WAF

NGN-FW

SIEM

— ! Cloud Platform [ i
14 q ] Virtual Network
Powered by: ™ 2 Security Data Security Host security | | Security
S =
RIS 250 a e Border defense securlty
CRAEEA GSOC E3
- ,_;:I GIS SOC g & .Flrewall @VPN 2 (&) Anti-DDoS
E Physical Access | Data}cer.wt.er ' | Datacepter ‘ I Data Sovereignty ‘
é‘pé HUAWEI SOC | Security ’ Availability l | Security l

SECURITY IT ARCHITECTURE INFORMATION ' CHANGE ADVISORY DATA GOVERNANCE T™M CSD GRC
GOVERNANCE BOARD SECURITY COUNCIL | | BOARD COUNCIL \
ISO/IEC 1S0/IEC L ISO/IEC bsi. 1S0
27001 27018 27701 22301 SOC2 Type 1 T™MCS
COMPLIANCE o o Sacartty ( ) : ( ):; ‘i’ e l) ( ) oty ) B"ss (Type2 — le r2)025) Baseline
e T SECURITY SERVICES
SECURITY OPERATION LOGGING & MONITORING | [ PERIMETER PROTECTION 1AM

!

Advisory &
/Consultancy

Secure Cloud
Delivery

Assurance &
Assessment

Managed
Security

Design &
Engineering

& B G
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BN\ credence Empowers Malaysian Enterprises And ™
Public Sectors Through Transformational Solutions

credence
Cloud Alpha Edge

Cloud Hosting

Advisory & Consulting
Migration & Modernization
DevOps & Al/ML

Security

Microsoft Licensing
Solution Partner
Microsoft Cloud Solution
Provider

credence
Analytics & Al

Tailor-made Advanced
Analytics and Al Programs

Enterprise-wide Analytics

Multi-agency / Multi
organization Analytics

,ﬂ’.

ONE

credence credence
Enterprise Management Enterprise Applications

24/7 Service Deck and Proactive Specialised applications:

Monitoring Support Darwinbox

24/7 L1-L3 Support on Cloud laaS SAP

and PaaS Qualtrics

BaaS & DRaaS Dynamic Talent Cloud
Cloud Native Security Managed Custom application
Services development:

Custom Applications Managed DMaaS

Services (Proactive, Reactive L1 to

L3 Support)

Service Management, Cloud
Delivery Lead and Customer
Success

Our Partners:

&2 HUAWEI €2 BROADCOM' B Microsoft @WS veeamv Acronis @] darwinbox servicenow. fi+ableau

Note for abbreviation

DMaa$S (Document Management as a Service) , Cloud laaS (Infra as a Service), PaaS(Platform as a Service), BaaS (Backup as a Service) & DRaasS (Disaster Recovery as a Service),
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On-premise limitations in storage capacity leading to performance issue and compromised accessibility.
Coupled with concurrent access to large datafiles leading to downtime. Insufficient security measures for content
access leads to data breaches and hinders overall productivity

Difficulty in effectively processing and distributing streaming content that supports adaptive streaming. Leads
to constrained playback capabilities, causing buffering, latency, and a poor user experience

Lack of centralised platforms content scattered across various systems, repositories, and storage locations.

eTVCMS (Electronic TV Content Management System) solution offering consist of:
Practical POC approach — objective identification, prototype development, test & evaluate, data collection
Scalability and Resource Optimisation - enables efficient handling of large volumes of content
Accessibility and Availability - engagement with both local and international vendors to acquire content
Content Delivery Network (CDN) — distribute content across multiple edge servers
Security Measures to Safeguard Intellectual Property — regular backup & DRC, RBAC & encryption during
storage, transport, access, WAF to mitugate DDOS attack risk
CAE Direct Connect — private connection to GovNet/PCN

* Scalability and Resource Optimisation up to 4TB of storage for 1,000 vendor application
* Secure Streaming Engine includes encryption and RBAC management to sensitive content
« Streamlined Workflows in Centralised Platform - 3,000 content submission assessment from 3 months to 1 month



= Telco

TECHNICAL VIRTUAL ASSISTANT AGENT

Service Agent Companion - SAC is an Al chatbot powered
e s al by Large Language Model, designed to provide information

to Unifi Installers anytime and anywhere.

SERVICE AGENT COMPANION

asac

FAQ  Chat

QUALITY CONTROL VALIDATION

To bypass Tracebite FDP Cleansing, the following
‘conditions apply

1 Situations Allowing Bypass
- Bad weathor {0 g, heavy rain o thundersiom).

2. instaiies Requirsments for Bypass
- Perform FOP cléansing and port updiing for 8 ports
Ensurg part updaies are dons only fo the port order,
using clamping looks ot tho clamp cabl
- Do not urphug (ho cabie af the porl o avor disrugting
existing customer service
-Achieve a *Clean" status i Tracebio by mooting the
olowing condtions:

100% of ports must be matched (idec maichimanual
match oaly).

Achieve First-Time Right
Reduces early service breakdown

Proactive Maintenance
A Reduces customer complaints

These points summarize the procuss ad fequiroments for
bypassing Tracebit FDP Cleansing.

Instant Verification
Increases field team productivity

Al Engine determines whether
installation is done correctly



Key Takeaways

Tailored Solutions
m We offer unbiased cloud
) . .
solutions tailored to your
specific needs

= Credence delivers all-in-one digital

* i .
g, solutions.

Our focus is delivering measurable
business outcomes.

Outcomes For Rakyat

Streamline processes and increase efficiency with tailored cloud
solutions, ensuring smooth and secure operations.

Innovate and modernise services to stay competitive, leveraging
advanced analytics and cloud.

Enhance government service experiences with personalised and
seamless digital interactions.

Equip the local economy with the tools and skills needed to
thrive in a digital-first environment.

Protect national interest and adhere to regulatory
requirements with our cloud solutions.

Strictly Confidential. © Credence. 18



I /\ MALAYSIA CYBER SECURITY ACT 2024 (ACT 854) (1/2)

NCII = National Critical Information Infrastructure

E

< Transportation

Information,
Communication

Banking and
Finance @ >

Defense and
National Se i

Healthcare Q%
Water, Sewerage Services @

%)) and Waste
Energy '3Q3>

Agriculture and

Trade, Industry
Plantation

and Economy

(@

2

Science,

I

o

Source: Laws Of Malaysia, Act 854, Cyber Security Act 2024

Cyber Security
Exercise

=

Notify
Incidents

e

3

Conduct Audit

NCII ENTITIES' N
OBLIGATIONS

Provide
Information

\ Implement

@ | Code
of Practice

4

Conduct Risk
Assessment

ﬂ’
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I /\ MALAYSIA CYBER SECURITY ACT 2024 (ACT 854) (2/2) ONE

) el ) (s (SRR

Compliance assessment
ISO/IEC implementation
Cybersecurity Maturity
Assessment (CMA)

< RM500,000 fine or
Failure to implement 10 years’

code measures imprisonment or both

Clause 21:
_— 3, Compliance with Code of
Practice

Source:

- Laws Of Malaysia, Act 854, Cyber Security Act 2024
- Cyber Security (Period For Cyber Security Risk Assessment And Audit) Regulations 2024




ﬁ’

™
m TM CYBERSECURITY BASELINE ONE

1. 2,
Access Control
and
Authentication

Cyber
Security
Governance

3.
Perimeter
Controls

7.
Vendor
Management TM Cyber

Security
Baseline

4.
Endpoint
Security
Controls

6.
Vulnerability
Management 5.
Application
Development
Security and
Testing
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/NN TM ONE CYBERSECURITY PRODUCTS AND SERVICES GHE

Security Architect

Enterprise, Solution, & = TOG AF“ c/c/SIng
ws»

Zachman

1. Network Security Services 2. Endpoint Security Services 3. Risk Management Services
Security

Policy & m

SIEM MDRP
SASE ppos  NGFW CASB  EPP,EDR, XDR o

=N & a— ~

ISO oo [E= S0

e NDR PROXY j‘/
NDR Proxy DLP MVMS CSIRT Threat Intel

4. Data / Application Services 5. Access Management Services 6. Cloud Security Services 7.10T Services

soar
TMCA TMODS 10T

MSOAR = —

@ PAM . w*@ AZU% 10T

App c% \Q MSSO MMFA [mesnle Cloud Paa$ /SaaS
DBAM

(2]
(D)
ks,
>
-
]
(@)
>
(@)
©
o
C
e
(@)
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|_

Review

8. Cybersecurity Consulting

Digital Attack Cybersegurity ISMS Cyber Threat Security Technical
VAPT Simulation Maturity Consultin Intelligence (CTI) Consulting (STC)
Assessment (CMA) 9

Customer Cybersecurity Journey




